Prolific illegal timber trade between Russia and China cannot be stemmed by present certification schemes and Russian governmental strategies. Blockchain could present a new technological opportunity, simultaneously addressing illegal logging, regulating timber trade and meeting the needs of environmentally-sensitive markets. SWOT analysis of blockchain applicability in Russian-Chinese timber trade is presented. Decentralisation based on smart contracts could ensure timber supply chain transparency through each log cryptographic encryption. However, it is considered complicated as cryptocurrency (on which trade depends) is beyond the legislative sphere of both countries and energy demands are enormous. Beyond cryptocurrency prohibition, huge businesses and governments cannot accept blockchain for international trade because of transparency and cost risks. Digitalisation through blockchain implementation could provide a highly transparent, non-editable system to handle decentralised big data characteristic of the forestry economy, realise Industry 4.0 and develop the "China-Mongolia-Russia" economic corridor. Fundamentally, a workable Russian-Chinese Government-Science-Business model must be cultivated for effective blockchain implementation.
INTRODUCTION
Forty-five percent of Russia's territory is occupied by forests, accounting for about 51 % of all forest resources of the Asia-Pacific region, as well as more than 20% of the world's forest resources (Prutov and Malkov 2018) . Siberia and the Far East, where more than half of Russia's forest resources are concentrated, are traditionally focused on the export of timber and its products to China (FAO 2017 , Narins 2015 . According to the Ministry of Economic Development of the Russian Federation, the share of exports of timber products in the Russian-Chinese trade for 2017 amounted to 10.85 % (4 472 M US$, Figure 1 ), taking second place in terms of volume and share of exports of Russian goods after oil and oil products (66.2 %, Minekonomrazvitiya 2018). A similar position was occupied by timber and timber products export in 2018, however the share in total exports fell to 7.9 % while the volume of exports amounted to 4 692 M US$ (Minekonomrazvitiya 2019).
Russia accounts for approximately 30 % of all of China's timber and sawn timber imports, making it the leading country, bypassing countries such as New Zealand (13.8%), Canada (9.8 %,) and the United States (9.8 %, Figures 2 and  3 ). Despite the fall in roundwood prices in 2015-2016, Russia continued to increase its timber exports to China (Figures 4 and 5) . The Far East region is one of the poorest areas of Russia, though as mentioned, it is rich in natural resources, particularly forests (Narins 2015) . It does however, lack commercial timber infrastructure (Wyatt 2014) . In 2015, the Russian government amended the Forest Code and launched a mechanism to create Territories of Advanced Development (TAD) in order to stimulate economic investments, particularly from China. As of April 2018, there were already 18 such projects in the Russian Far East. Their key feature is the preferential -and in fact, tax-free -regime for attracting a number of large foreign companies, many involved in forestry. At the end of 2018 there were 76 companies with foreign investments; 40 of which were Chinese operations (Ministry for the Development of the Russian Far East 2018). In addition, the Russian government from May 2016, implemented the program called Far Eastern hectare (also known as Russian Homestead Act, President of Russia 2016). Under this scheme, since 2017, FIGURE 3 China's total roundwood import by country (%) . Adapted from MIT Media Lab (2019) 2007 2008 2009 2010 2011 2012 2013 2014 2015 Annual export of roundwood from Russia to China (million m 3 ). Adapted from Les Online (2018) FIGURE 5 Average annual export prices of Russia's roundwood in China (US$/m 3 ). Adapted from Les Online (2018) (2016), opening a sawmill in the Khabarovsk territory, a key Russian-Chinese border area in Far East Russia ( Figure 6 ), sales market for timber products is generally export-oriented. Thus, exports are expected to account for 85 % (up to 90 % to be exported to China annually); domestic markets will account for only 15 %. The Russian Homestead Act and TADs are largely designed not only to ensure the settlement of the Russian Far East, but in particular to conduct more active development of forest resources. Thus, it entails not only economic benefits and social interest, but also environmental responsibility (Bogatova 2008) . In this case, the demand for corporate social responsibility (CSR) increases. However, TADs creation raises the question of whether steps will be taken for sustainable environmental management? Preferential tax regime, possibility of forced withdrawal of land plots with real estate by foreign companies indicates that they will not be obliged to be guided by CSR (Degtyareva et al. 2018) . Currently, the forests of the Russian Federation are state property, so the government exercises control over the rational use of natural resources through the interaction with business and science (Drapalyuk 2013) . Thus, the emerging model of "Government-Science-Business" is designed to stimulate the investment attractiveness of the region, including for Chinese companies.
Broadly, China is today investing in 117 timber enterprises: 76 % of which are private, 80 % are primary timber processing, and 60 % of which use the model of cooperation on the basis of mixed capital (China Wood Industry Information Network 2018, Lankin 2005 , Lebedev 2005 ). According to the adopted November 2018 Plan for the development of cooperation between China and Russia in the Far East (2018-2024) , the logging volumes in the Far East of Russia is 93.8 million cubic meters per year with the current level of harvesting at 17.4 % (MOFCOM 2018). Data from the above document clearly show that China is more interested in investing in forestry projects in the Far East of Russia than other Asia-Pacific countries or regions. In particular, likely every citizen of the Russian Federation has the right to apply for a free land plot of up to one hectare. On the received territory he can organise business, inter alia: furniture production; production of wooden houses, or sawmill production (Ministry for the Development of the Russian Far East 2016). According to the business plan provided by Ai-Consalt due to geographical influences on trade, as of 2017 the key suppliers of roundwood to China were Khabarovsk region of the Russian Far East and Irkutsk region of East Siberia with shares of 36 % and 29 %, respectively ( Figure 7 , Table 1 ).
Of course, the above-mentioned projects have stimulated development of the Russian forest industry and the export of timber. However, the problem of illegal logging and illegal timber trade is rife.
In 2013, the Environmental Investigation Agency (EIA) released an investigative report which provided data that about 50-80 % of forests of the Far East are cut down and exported to China illegally (EIA 2013). China is recognised as the leader in the import of illegal roundwood and sawnwood, and Southeast Asia (principally Myanmar and Laos), the Russian Federation and Papua New Guinea are the main exporters of illegal timber, with shares of 55 %, 20 % and FIGURE 6 Schematic map of the Far Eastern Federal district: 1-Amur Region, If China imports illegal timber for the processing and manufacture of final products, in particular furniture, what are the main export flows of these products? Based on the observatory of economic complexity Atlas, the main importers of Chinese furniture in 2017 were: the US (41 %), the UK (7 %), Japan (6.3 %), Germany (3.9%) and Australia (3.9%, MIT Media Lab 2018). Thus, first of all, the main export market for Chinese furniture is to developed countries (Forest Trends 2017). According to EU FLEGT Facility (2010) and FSC (2017) reports, environmentally sensitive markets have already formed in developed countries; there is an increasing demand for goods produced without damage to nature. In Europe and America, consumers are interested in whether timber is certified before purchasing.
According to FAO's 2012 forecast, basic factors that condition widespread illegal logging and trade in Russia are: (1) non-transparent relationships in the forest sector; (2) high level of corruption and low level of interdepartmental cooperation; (3) absence of legal definitions of illegal logging and illegal timber trade, and the difficulties in uncovering offenders, recovering damage and holding offenders liable; (4) nontransparency of timber supply chains, especially from Russia to China (FAO 2012). Russia is pursuing several strategies to reduce illegal logging.
One mitigation strategy introduced by the Russian government in July 2015 was the Unified State Automated Information System for wood accounting and transactions. The system was able to change the way of what was established in the 90s in the sphere of the Russian timber industry in order to control such a large amount of information, including supply chains, timber turnover, participants in trade transactions, money transfers, and volumes of forest resources extraction (USAIS, Ovodenko and Fedorov 2018) . However, any competing organisation can get through USAIS systems to access the company's counterparties, allowing it to use unfair methods of competition and affect the redistribution of the market using non-market instruments (Ovodenko and Fedorov 2018) . Big data is characteristic of the Russian forestry sector, though it is presently vulnerable to corruption, centralised management, transaction costs, and the possibility of tampering with and editing data.
Cross-border timber trade is a key feature of economic cooperation between Russia's Eastern Siberia, the Far East region and China's North-East (Narins 2015) . In 2016, within the framework of the Chinese initiative, One Belt -One Road, the leaders of China, Russia and Mongolia signed an agreement on the creation of the economic corridor of the same name (Minpromtorg 2016). Implementation of this project was predetermined by the development of characteristic political and socio-economic relations of the three states. Concurrently, each of the parties will pursue its own interests in this geostrategy. China, in addition to its desire to change the transport and logistics system of the whole of Eurasia and enter the markets of EU countries, pursues the goal of modernising the old industrial base of the North-East of the country (Zhang and Zhang 2017). For Russia, with its huge reserves of natural forest resources, the interest is in the accelerated development of infrastructure and logistics of Siberia and the Far East to create a trans-Asian bridge (Derudder et al. 2018 , Tian et al. 2017 .
Natural forests, unlike gas and oil, are a renewable source of tradable raw materials and, due to the huge areas, lack of proper control and care, are involved in illegal shady business.
The timber supply chain itself is highly complex, especially at the levels closest to the harvest areas ( Figure 9 ). In addition, the forest and its products are big data that must be kept in a special register. Finally, transparency is suggested as a current limiting issue for consumers and merchants.
To reduce illegal logging and modernise timber trade, blockchain is a new technology which could be a candidate solution and system. This is a data structure and program code of decentralised data storage, with a chain of transaction blocks built according to smart contracts which provide specific protection against changes (Nikolakis et al. 2018 , Figure 10 ). Blockchain chains are publicly available to traders and consumers (PwC 2018, Schwartz 2016), and payments via smart contracts will be instant and bypass financial and bank intermediaries (Mougayar 2016) . All blocks in this system are crypto-encrypted, because all transactions are provided using Bitcoins (Bylkov 2018 , Mougayar 2016 . The Chinese One Belt -One Road initiative, which offers innovative development, includes the introduction of new technologies that can become almost the core of the whole project, realising the Digital Silk Road. Implementation of blockchain in the Russian-Chinese timber trade could also bring the transparency of transactions to a radically new level, particularly if raw materials in the harvest areas were tagged and tracked as part of the blockchain process (Schwartz 2016) .
Currently, a successful project for the introduction of blockchain in order to prevent illegal logging and create a transparent tropical timber trade is BVRio's Responsible Timber Exchange trading platform. The platform, invented in Brazil, a country that, like Russia, suffers from illegal logging, is designed to ensure transparent trade transactions of legal and sustainable forest products, meeting the requirements of the European Union Timber Regulation (EU TR) and the US (Lacey Act, Costa et al. 2016) .
FIGURE 8 Main global trade flows of roundwood and sawnwood at high risk of illegality, 2014 (million USD). Adapted from IUFRO (2016)
Therefore, the introduction of blockchain and the creation of a transnational timber cluster in the Russian Far East and North-Eastern China region could not only be a solution to the problem of illegal logging, but also strengthen Russian-Chinese cooperation in international trade in general, as well as fostering trilateral cooperation in the China-Mongolia-Russia economic corridor (Derudder et al. 2018 , Minpromtorg 2016 , Tian et al. 2017 ). However, due to the overall complexity of the technology and the lack of information about its successful implementation in the forest industry, there is a need for critical investigative analyses. Thus, this article examines the blockchain by SWOT analysis to understand the rationality of the use of this technology in the Russian-Chinese timber trade.
SWOT ANALISYS
Blockchain, as a new and innovative technology, requires analysis of strategic planning. In other words, in order to start FIGURE 9 Forest products supply chain. Adapted from Schwartz (2016) FIGURE 10 Smart-contract process principle in blockchain. Adapted from PwC (2016) implementing this technology in the forest industry, it is necessary to identify strengths (S), weaknesses (W), opportunities (O) and threats (T) through SWOT analysis. S and W are factors of the internal environment of the object of analysis, that is, what the object itself can affect; O and T are environmental factors, those which can affect an object from the outside and are not controlled by the object.
Strengths
Impossibility of data substitution in the system of smart contracts Smart contract is a key opportunity that blockchain provides. It is code that allows you to automatically perform certain functions when specific conditions occur. Blockchain records are data about transactions made within the network (Costa et al. 2016) . They are combined with each other in a special structure -a block. The conditions programmed in the smart contract form blocks, creating stages of implementation by the parties of the prescribed agreements. Blockchain allows creating a decentralised system of relations, where each next transaction depends on the previous one (Bylkov 2018 , Nikolakis et al. 2018 . Therefore, the transaction data cannot be changed or deleted. At the same time, cryptography and data encryption could provide tamper-proof for paper-based documents, eliminating the possibility of changing terms of the contract (Düdder and Ross 2017) . Thus, each party is obliged to fulfill all conditions imposed on it, since progress of the block chain and execution of the contract itself directly depend on it.
Increased transparency, privacy and accurate tracking
The transparency of the entire timber supply chain has an undeniable advantage by using blockchain. Thanks to this, with the help of smart contract, participants have on-demand access to verify the sustainability of all products by logging into the blockchain server to view data of the entire supply chain and draw appropriate conclusions (Costa et al. 2016 , Figorilli et al. 2018 . Though blockchain chains and their data are publicly available at any time, information is anonymous (PwC 2018). All information is attached to the appropriate record and immediately encrypted by impartial software (Kouhizadeh and Sarkis 2018) . Each user sees only a cipher or code that is essentially impersonal. Only the result of the encryption is shared outside of the organisation. However, this will not prevent traders and consumers from knowing the origin of the goods, despite the fact that the interests of the supplier may not coincide with those of the trader (Schwartz 2016) .
Transparency could be significantly improved with the use of blockchain-based timestamping with date and location corresponding with a product number. Moreover, transaction quantities, lead-time information, and third party certificates from every tier of the supply chain would become visible to the merchant, and they would be able to track anomalies in the capacity and lead-time patterns and adapt their orders and partnerships accordingly (Schwartz 2016) .
Under the terms of the smart contract, the route and delivery of goods would be prescribed along the supply chain (Banerjee 2018, Kouhizadeh and Sarkis 2018) . Each log entered into the database by means of GPS coordinates would be delivered in accordance with the terms of the smart contract of the parties along the specified route (Costa et al. 2016) . Based on the GPS coordinates and the time that the carrier is obliged to follow, the smart contract blocks will be built. Accordingly, deviation from the specified route will automatically cancel the generation of the next block of the smart contract (Düdder and Ross 2017) . Thus, blockchain can resolve timber supply chains information asymmetry issues.
Elimination of illegal logging, corruption and fraud by absolute supply-chain sustainability
When timber companies use special blockchain applications for logging in a certain area (such as Catenaut and Timber-Guide), GPS coordinates of each tree are recorded in the database (Catenaut 2019b , Costa et al. 2016 , Düdder and Ross 2017 . A specific logging area is shown in the application. The harvest location of every load is checked against a database of prohibited areas prior to the load being accepted by the mill accounting software (Catenaut 2019a) . Literally, there is no possible way for the mill to buy timber from controversial sources. Stepping over this area (harvesting timber outside this area) would be considered illegal and the smart contract would cancel the generation of the next block (Catenaut 2019a , PwC 2018 . Further, every single load of timber is verified, and the mill work order systems are directly tied into the blockchain server (Costa et al. 2016) . Therefore, each load can only be used once.
From this, theoretically, just begins the movement of the block chain, tracking all the way from raw materials to finished products. Thus if blockchain was universally accepted in the Russian-Chinese timber trade, all the remaining harvested timber bypassing the use of blockchain could, and probably would, be considered contraband (Ministry for the Development of the Russian Far East 2017a). Consequently, there would be massive potential for identifying sources and traders of illegal timber.
Forest digitalisation and increasing forestry sustainability
With the help of blockchain, the timber industry would be able to conduct constant monitoring of forests from satellites (Costa et al. 2016) . The system of smart contracts would allow more rational use of the forest resource base and increase the sustainability of forestry (Kouhizadeh and Sarkis 2018) .
Compulsory forest products certification, improving the competitiveness of forest products, furniture, etc. Certification of forest products would be an integral part of smart contracts. Information about meeting certification requirements can be recorded on the provenance of a tree by various NGOs (e.g., FSC and WWF). Therefore, each certification transaction would be confirmed across the network and made publically available (Nikolakis et al. 2018) . Due to this, certification may cease to be separated from technology and will also retain its importance in the timber supply chain (Düdder and Ross 2017) . Potentially, this would simultaneously legalise the extracted timber and increase the rating of the enterprise in the eyes of the consumer. Then the market of round timber, lumber and final products (e.g., furniture) would be competitive. This could expand environmentally sensitive markets and reduce the share of illegal or semi-legal timber products.
Development of cryptocurrency mining in private areas of the Far Eastern hectare
Since the blockchain is an electronic platform, an electronic means of payment (cryptocurrency) is necessary for implementation of smart contracts and transaction functionality (PwC 2018). Presently, one of the most popular is bitcoin. To become the owner of bitcoin, the user can either buy the currency or get it in the process of mining -that is, providing their computing resources to perform the mathematical task of checking and carrying out the transaction of the cryptocurrency. For mining, it is necessary to purchase special equipment -miners. Subsequently, they form mining farms (Bylkov 2018) . In addition, the costs of organising the process usually includes depreciation, energy, rent, and maintenance costs.
Due to the weak population and huge free areas of the Far East of Russia, when implemented in the Far Eastern hectare program, in cold winters with reduced electricity tariffs, it can be assumed that these factors could contribute to the development of mining in private areas of the Far East. Here, the basic level of the tariff is set, according to which, electricity prices are 4 rubles (0.062 $USD) per kilowatt per hour (Ministry for the Development of the Russian Far East 2017b). As an example, a similar scenario has been implemented since 2018 in the province of Quebec (Canada), where the lowest electricity prices across North America are noted (Reuters 2018) . Low tariffs and energy costs are the main prerequisite for the development of mining.
Further, the execution of data mining is extremely demanding and produces a lot of heat in the process. Thus, through the replacement and modernisation of equipment, this energy could be harvested to achieve industrial symbiosis in timber drying operations.
Liquidation of intermediaries in logistics and banking (cost reduction)
The technology can reduce costs and speed up the process by automating tasks that are now performed manually. For example, when using blockchain technology, Russian timber companies or private entrepreneurs will no longer need to resort to the services of intermediaries, banks and those parties which are not in a given smart contract. In addition, the parties involved have more certainty as to the payments they should receive or make, since a smart contract can unambiguously determine the status of the derivative as well as make final payments on it (PwC 2018).
Distributed registry
A distributed registry is when the same database is stored on all computers connected to the system. Anyone can see what is in this database. At the same time, we remember that the system works in such a way that it is impossible to change something in the past. The property of distribution implies a technical component. If someone has a fallen server, and it is that which stored all of the information, it will disappear forever (Abeyratne and Monfared 2016) . Thanks to the distributed registry in the blockchain, this cannot happen. Thousands or millions of computers are connected to the database. Therefore, the risk of loss of information is minimal.
Weaknesses
Complex technology and the early stage of development of example startups and pilot projects in the forest industry Currently, blockchain technology is still at an early stage of development (PwC 2018). The technology itself is built cryptographically. However today it is mainly developed on the basis of startups. Huge timber companies do not seek to implement this technology, as they are not ready to provide open access to their database. In addition, using the services of proven banks and an intermediary in the delivery of goods, it will not be easy for them to switch to the blockchain (PwC 2018). This means that the technology has not yet been properly adapted for full implementation in the forest sector in particular.
Substantial financial and energy demands for blockchain-mining operations
Blockchain, being a relatively new technology with a set of specific control and servicing functions, has a relatively high financial price (Catenaut 2019a) and a system of mining is extremely energy-demanding. For example, in 2017, an average of 163 kWh of energy was required to complete one transaction in the Bitcoin system (Digiconomist 2019) . This amount of energy could alternatively be used to fully meet the needs of a family of three people living in a small one-storey house, for five and a half days. The mining of cryptocurrencies in Bitcoin and Ethereum networks consumed more energy in total than was used in Syria, Cyprus, Cambodia or Brunei (Digiconomist 2019) . According to the estimates of the Dutch economist, Alex de Vries (2018), as of May 2018, the mining of bitcoin and other cryptocurrencies absorbs 0.5 % of the world's electricity production, which is equivalent to the energy budget of a small European country.
Complete loss of data on loss of ID
The question which constantly arises in connection with the blockchain technology is: what happens if the user has forgotten his personal access details necessary to gain access to his own account? In this case, users are permanently deprived of their account and lose their settings, information and assets which are stored there (PwC 2018).
Insufficient or unsatisfactory functionality, security and regulation due to lack of standardisation
Startups in the development of applications based on blockchain will not be guided by any standardised rules because the technology itself, both in Russia and in China, is not presently officially legalised for international payments (Reuters 2019) . Also, neither China nor Russia has an organisation that would provide technical support and service of such platforms. Further, blockchain implementation in the forestry industry and in forest products trade is the lack of a higher authority in case of conflict and dispute resolution. In the early implantation phase at least, there would be no immediate possibility of bringing problems to the attention of a higher authority. As Nikolakis et al. (2018) rightly point out, there is also the issue of judicial review of smart contracts on a legal basis. If a smart contract is a compliance tool, how will it be subject to judicial review? This issue has both theoretical and practical significance in the situation of interaction of law and technology. Given the absence of an intermediary and a bank, the parties to the smart contract will be forced to take responsibility (PwC 2018). The use of a decentralised blockchain system, which lacks a Supreme governing body, can also reveal its shortcomings from the point of view of consumers, since there is no responsible body which could intervene as a regulator, provide simple services or cancel previously conducted transactions if necessary (PwC 2016).
Competing platforms
The emergence of a large number of blockchain startups in the trade of forest products will inevitably generate competition; more precisely, to the competition of their platforms. In turn, as a negative feature of any competition, this will lead to excessive exploitation of forest resources. The growth of small businesses and cooperatives on the basis of the blockchain would not necessarily choose for themselves the main task of the rational use of forest resources. Rather, their main task will be to make money as soon as possible.
Reducing the number of jobs in forest products enterprises, and the displacement of all or some intermediaries, including banks
Blockchain technology threatens to leave a huge number of people without work (PwC 2018). In return, it gives you the opportunity to work without intermediaries and banks. In timber enterprises, the risk of losing their jobs will be primarily among specialists of foreign trade departments and accountants. All transactions and smart contracts will be handled by cryptographers or specialists related to this profession.
The problem of international settlements on international timber trade transactions between Russia and China
Since transactions in the system of smart contracts are based on the use of cryptocurrency (bitcoin), the subsequent cashing of this currency for the participants of transactions can be problematic. Neither in Russia nor in China, cryptocurrency is officially illegal (Figure 11 ). In this case, the question of the use of a particular currency in the process of transactions on blockchain technology in smart contracts for the supply of timber will remain open: it will be either the yuan, or the dollar, or the Russian ruble.
Anonymity and open access to transaction information in case of its loss
One of the features of using blockchain as a payment system is the anonymity of users. Customers can make payments for various services and goods without worrying that they will be identified. Such conditions are perfect for attackers, for whom the blockchain is a convenient tool in the implementation of their illegal acts. Anonymity is also used by terrorists (PwC FIGURE 11 Regulation of the cryptocurrency in the key countries of the world. Adapted from Lee et al. (2018 Lee et al. ( ) 2018 ). An important tool in the fight against terrorists is the blocking of money transfer channels. This procedure becomes much more complicated if the cyber criminals have the ability to transfer huge sums of money in one payment, absolutely not identifying themselves. Thus, blockchain technology is able to facilitate the financing of terrorism and it is dangerous. Blockchain can really become a powerful weapon in the hands of criminals.
Payments made in the blockchain system can be clearly and unambiguously verified, which means that errors associated with the use of this system cannot occur in accounting. This high level of transparency also leads to a loss of anonymity (PwC 2018). Each step of the procedure of any transfer of funds in the blockchain system has open access via the Internet. Although all accounts, and hence the users involved in the transactions, are anonymous, as soon as the user's registration name (alias name) becomes known, you can immediately find the entire transaction history of the user in the block chain and trace the transaction back to the user (Bylkov 2018) . Thus, it is important to examine the degree of transparency of data presented in trade transactions and supply chains. Determination of risk levels and content of information will help to prevent various disputes (including litigation) at an early stage of blockchain implementation.
Opportunities
Enterprise reindustrialisation and transition to Industry 4.0 through IoT development In PwC's report, Industry 4.0 means the fourth industrial revolution. Other terms such as Industrial Internet of Things (IoT) and Digital Enterprise are related to this concept, but their meaning is narrower. Industry 3.0 aims to automate individual machines and processes, while Industry 4.0 aims to digitise all physical assets and integrate them into the digital ecosystem with partners in the value chain (PwC 2016). Blockchain is an integral part of this process as it forms the management of big data (Schwab 2016) . Thus, by switching to blockchain technology, the company may be subject to reindustrialisation: the creation of new capacities, including the IoT platforms, smart sensors, 3D printing, etc. (Figure 12) .
The decentralised network and sophisticated data validation process are some of the many important aspects of blockchain technology that make it an effective security application for the Internet of Things. By utilising the power of a blockchain technology, the Internet of Things can enjoy secure communication in an IoT powered network between IoT devices (PwC 2016). The blockchain technology would consider the communication as a transaction and hence ensure its integrity.
Development of small and medium enterprises, and subsequent clustering
The emergence of new startups associated with blockchain technology will set the trend for the formation of small and medium-sized enterprises. Through cryptocurrency mining, enterprises can create their own cryptocurrency that can be provided with a specific product (WEF 2018). A striking example of the unique integration of the latest developments in the field of timber processing and frame housing construction on the basis of the blockchain is the Timbercoin project ( Figure 13 ). This project involves investments in the cryptocurrency, Timbercoin, which is implemented in the form of a financial instrument on the blockchain. The platform provides the goods of industrial production such as high-strength composite structural materials. Business projects entered into the blockchain platform, Timbercoin, can accept payments not only in the national currency, but the cryptocurrency bitcoin FIGURE 12 Industry 4.0 framework and contributing digital technologies. Adapted from PwC (2016) and others. A technological solution that allows the acceptance of cryptocurrencies quickly and remains within the legal field is part of the Timbercoin blockchain platform (Timbercoin 2019).
Creation of new jobs
New jobs which require sophisticated skills and involve an understanding of both new technology and specialised business areas, may be created in the very areas where the distributed ledger technology and smart contracts are needed. One example is lawyers who specialise in settling legal cases rising from new unprecedented business cases from this new technology. Potentially messy legal disputes arising from adoption of irrevocable smart contracts with no legal recourse can be one of those cases. Also, such skills and functions that facilitate the bridging roles between old economic systems and rules defined for the nineteenth century industrial age and those of the new digital economy may be strongly required. In addition, foreign trade departments can be replenished by cryptography employees.
Infrastructure modernisation of Russian Siberia and Far East through timber supply chain development
The timber supply chains under the blockchain system will require constant monitoring. With the expansion of enterprises and private entrepreneurship in the Far East within the framework of the Far Eastern hectare program, land owners will need to accelerate the development of infrastructure. Carrying out a supply chain of timber from hard-to-reach areas will create prerequisites for further infrastructure development.
Development of a digital economy in Russia and China
The development and implementation of blockchain technology in certain industries will push States (in this case, Russia and China) to develop this direction more rapidly, since technology will require solving a number of complex problems and tasks in information security and infrastructure, digital public administration, etc. China has already demonstrated progress in these technologies, accounting for more than half of the virtual currency turnover (70 % of transactions with bitcoins) and is rapidly developing the production of equipment for mining and operating funds for the development of the blockchain (Kovachich 2019) .
Threats

Implementation risks and reversability
At the moment, Russia and China do not have a regulatory framework and standardisation for the full implementation of blockchain technology in the respective economies. Implementation may be compromised by legal issues, due to the current prohibition of cryptocurrency in both countries for reasons of suspected threats to economic and digital security. In addition, the Chinese authorities are concerned about the growth of speculative operations in the cryptocurrency market, which, according to Beijing, does not work for the real sector of the economy but solely for the sake of speculative profit (Kovachich 2019) . Thus, the Russian and Chinese authorities do not yet seek to legalise cryptocurrencies, and the creation of a blockchain exchange for the sale and purchase of timber is only conceptual in nature (Ministry for the Development of the Russian Far East 2017a).
Blockchain is a new technology which must be market tested, and there could be unpredictable results of its realisation in the Russian-Chinese timber trade. The impacts of blockchain applications, both positive or negative, would also depend on how they would be implemented, especially during the initial stages. Further, there also presents a question of what benefits such solutions can offer in comparison with traditional processes based on databases, with a subsequent threat of reversibility back to traditional ways. Nikolakis et al. (2018) rightly note that with the increase of firms using technology, the blockchain could become a victim of its own popularity: combining excessively massive amounts of information, which can lead to their tampering and speculation.
FIGURE 13
Model structure of the Timbercoin project implementation. Adapted from Timbercoin (2019) Immaturity of the Government -Science -Business model of regional and interregional scale As noted above, blockchain, as an innovative technology, is an integral part of reindustrialisationan important part of Industry 4.0. To date, the main attempt to modernise production in the Russian Far East has been the creation of Territories for Advanced Development (TAD). However, these entities position themselves as an economic zone with preferential tax conditions, and simplified administrative procedures to attract investment. In this case, the possibility of innovation of these entities, as well as enterprises on the basis of which they are created, is missed. This indicates the immaturity of the Government-Science-Business model which is designed to start the process of reindustrialisation through innovation. What competencies are required to deploy the blockchain within the enterprise? According to Mougayar (2016) , it must combine five fields of competence: education (learning the basic functionality of a blockchain); discovery (identification of the fitting areas to implement in); design (combining business process and legal requirements to reach a potentially workable engine); development (software development, integration and deployment of the technology), and; management (updating and ongoing software maintenance).
Possible rejection by business of blockchain implementation in production service and international trade operations
For any enterprise, the introduction of any technology always creates costs. For example, the implementation of blockchain equipment from Catenaut startup is 200 000 US dollars, and the annual service cost, 15 000 US dollars (Catenaut 2019a ). In addition to established competitors, FinTech companies often face doubts from financial regulators like issuing banks and the Federal Government.
DISCUSSION AND CONCLUSION
Presently, there is a tremendous and ongoing threat of illegal logging to the international timber trade between Far Eastern Russia and China. Both countries remain incapable of resolving such significant issue despite governmental strategies and activities, such as Homestead Act and USAIS. Governmental systems are open to corruption through editable data and the influences of large enterprises, and certification of timber remains as low as 5 % in Russia. The FAO (2012) have identified the principal causes of illegal logging, and it is here presented through SWOT analysis that innovative blockchain technology could address and resolve all but one factor, including transparency and non-editable data. Thus, blockchain has the potential to be a strong alternative candidate solution which betters the current -evidently failingapproaches.
The main justification and support for introducing blockchain to timber trade in this region is that it creates a new system which is entirely transparent and non-editable (Düdder and Ross 2017) . In effect, transactions within the timber supply chain are accessible on demand and the origin of product and its shipping can be known -who, what, where, when, how and why. Integral satellites and GPS-tracked courier transport further eliminate suspicious acts by flagging any deviations from the planned route, rendering subsequent transactions prohibited. In an enhanced system of timber trade with the use of blockchain, intermediaries and banks may be eliminated, whose interests may differ from those of the supplier and trade merchants, who are potentially aiming to avoid controversial timber sources and satisfy economically significant and growing environmentally-sensitive markets. It is also worth noting that the introduction of blockchain in Russian-Chinese timber trade could give impetus to the development of CSR enterprises, which could replace the "Government-Science-Business" model. In this scenario, the Russian forest may gradually cease to be in state ownership. Automation of management processes through the decentralisation and smart contracts could improve decision-making efficiency, and increased transparency could provide credibility to the manufacturer. A final strong case for blockchain introduction is the intrinsic digitalisation of the system, such that forest enterprises can participate in wider, expanding activities which involve cryptocurrency and mining, and can transition towards a simpler, safer, and more secure paper-free organisation and registry.
Undeniably there are some drawbacks to the application of blockchain. Principally, as a new technology, the system is highly complex and expensive, especially in cryptocurrency mining. Secondly, there is no legislative permission to authorise such operations. Further, it is not in the interest of local authorities or huge enterprise, likely due to the vastly increased transparency. Beyond this, the energy demands of running this technology across the timber supply chain would be extortionate. In addition, with the introduction of technology, cryptocurrency mining by forestry enterprises may threaten CSR. Using technology in the timber trade for its own benefit, speculation on the blockchain would set aside sustainable forest management. Thus, in pursuit of profit, the mining of cryptocurrency may cease to be controlled. In the case of refusal of using cryptocurrency, there may be a problem of international settlements within the framework of the Russian-Chinese timber trade. In this case, the governments of both countries will be forced to look for a solution: either to legalize cryptocurrencies or to create their own. Thus, transparent timber trade based on blockchain technology, bypassing intermediaries and banks, which have no place in this process, is possible only with the use of cryptocurrency. There would also be anticipated job losses, particularly for accountants, bookkeepers and international trade managers. In order to maintain jobs, professional development and new qualifications would be needed as new demands such as for cryptographers replace traditional roles. Low living standards and associated poor education in the Russian Far East may limit the rapidity of the digitalisation transition. Finally, it may be difficult for willing and interested enterprises to satisfy the requirements of the blockchain system, such as fire prevention, which may be exhaustive or otherwise hindering.
According to the current situation related to the Russian-Chinese non-transparent timber supply chains, the blockchain should meet the following requirements: firstly, allow stakeholders (in particular NGOs, consumers and suppliers) independently verify product/timber source information through the technology using the Internet or mobile applications; secondly, provide real-time update and presentation of data in the register to ensure automation of trade transactions processes; thirdly, allow the possibility of making changes to the smart contract and creating a mechanism for compensating violations of transactions on a legal basis (Düdder and Ross 2017, Nikolakis et al. 2018) . Thus, the rules for how the blockchain is governed should be based on the principles of transparency, equity, and accountability.
If blockchain is to be implemented successfully in the Russian-Chinese timber trade, it is first essential to accept a new legal framework in which it can operate. A smart Government-Science-Business model would be required for true, effective functionality, with bilateral cooperation across the two countries and their respective authorities and big businesses. In a system of competing interests where business is valued higher than people and the law, corruption within this Russian-Chinese interface needs to be addressed through improved synergy across business, science and government. This may involve the establishment of a new cryptocurrency in these countries. Locally, to facilitate and encourage participation of rural communities in such processes, improved science and education is a must. Finally, in today's state climate emergency, it would be difficult -and perhaps unwise -to justify the energy demands of cryptocurrency mining based on a fossil fuel economy. However, in a UN-advised pathway scenario of improved energy efficiency, reduced consumption and a radical, urgent, and critically needed transition to at least 48 -60 % renewable energy by 2030 (IPCC 2018), blockchain could be realistically considered for implementation as a sustainable solution to illegal logging and timber trade between Russia and China.
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